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1. INTRODUCTION 

Energy and computing infrastructures are experiencing a global shift towards 
decentralization which is redefining centralized systems. Traditional models for electricity 
distribution rely on centralized authorities, which lead to inefficiencies in integrating 
renewable energy sources, and enabling peer-to-peer (P2P) energy trading is difficult. 
Advancements in renewable energy technologies, smart grids and Internet-of-Things (IoT) 
have created a need for decentralized mechanisms which efficiently manage energy 
generation, distribution and consumption. In this context, blockchain technology has 
emerged as a powerful enabler of decentralized ecosystems. It provides a secure, transparent 
and automated medium for managing and storing transactions over a Peer-to-Peer (P2P) 
network, enforcing data integrity and reliability, transparency and traceability. However, 
while blockchain’s transparency is an advantage, in the smart energy grid its adoption it 
poses a significant challenge, as it exposes energy transaction details to all network 
participants, raising privacy concerns. Moreover, energy communities have merged as 
decentralized energy systems where prosumers and small businesses collaborate to 
produce, consume, share, and manage energy at a local level by employing P2P trading 
mechanisms.  

However efficient market mechanisms are essential for matching energy supply and demand 
in P2P manner while ensuring the local grid energy balance. There are still problems related 
to prosumers participating in such environments, as there are no mechanisms that reward 
such behaviour and incentivize them to participate. Simultaneously, the computing 
landscape is experiencing a paradigm shift due to the proliferation of Internet of Things (IoT) 
devices, AI-driven applications and latency-sensitive workloads. Traditional cloud 
computing models rely on centralized data centres, thus struggling with bandwidth 
constraints, high operational costs, and real-time processing inefficiencies. The blockchain 
network could enable edge nodes to publish offers that make computational resources 
available and service owners to publish bids for renting such computational resources closer 
to the edge. However, it introduces challenges such as scalability and the need for 
decentralized driven orchestration at the edge to handle varying computational resources 
availability and requirements facilitating their optimal matching.  

The main objective of this thesis is to design and develop decentralized, privacy-preserving, 
and socially aware peer-to-peer marketplaces and associated mechanisms for secure and 
efficient trading of energy and computational resources. Table 1.1 presents show the relation 
among sub-objectives thesis chapters and the novel contributions brought by this thesis in 
the field.  

The thesis is structured in 6 chapters. In Chapter 1, we define the context and motivation for 
this thesis, define its objectives, its structure and synthesizes the main contributions. 
Chapter 2 explores state-of-the-art blockchain applications for decentralized energy and 
computing infrastructures, with a strong focus on privacy, decentralized energy trading, and 
edge computing. It examines advanced cryptographic techniques to enhance security in 



 
energy blockchain systems, mechanisms for P2P matching in commitment transactions and 
discusses decentralized workload marketplaces and novel solutions for edge orchestration. 
Chapters 3, 4, 5 describe the main contributions brought by this thesis to the field. Chapter 
3 addresses the privacy issues related to the blockchain adoption in the energy grid, such as 
the public nature of citizens’ energy profiles, energy bids or offers and transactions. Chapter 
4 tackles the challenges from P2P energy flexibility trading in energy communities, such as 
the lack of prosumer engagement, social aware and cooperative incentivization schemes, 
and rigidity of nowadays energy contracts for prosumers. Chapter 5 addresses challenges 
in the computational continuum regarding allocation of computational resources on edge 
servers. These challenges include the discovery of edge nodes resources, workload 
offloading, orchestration and notarization by considering novel technologies such as 
blockchain and P2P markets. Finally, Chapter 6 presents the final conclusions, activities 
carried out in the context of Horizon Europe research projects and future research 
directions. 
Table 1.1. Thesis sub-objectives and novel contributions 

Sub-objectives Novel Contributions 

To develop 
privacy 

techniques for the 
energy blockchain 

(Chapter 3) 

An identity privacy solution which gives citizens full control over their data through 
Self-Sovereign Identity, allowing prosumers to manage access to their personal 
documents represented as NFTs. 
A solution that uses Secure, Multi Party Computation to enable prosumers to privately 
compute energy orders as a group, then the group can participate in P2P trading on 
behalf of its members. 
A technique based on Homomorphic Encryption which encrypts sensitive prosumer 
data on-chain and allows computations on encrypted data, allowing execution of 
market operations privately. 

To develop 
socially aware P2P 

market clearing 
solutions for 
prosumers 

engagement and 
energy 

communities. 
(Chapter 4) 

Matching mechanisms for buildings that participate in P2P energy trading, one that is 
competitive, price driven, and one using cooperative game theory to form prosumer 
coalitions. 
A market clearing solution that uses hedonic game theory to enable prosumers to form 
coalitions based on their social relationships within a community. 
A technique based on Hawk-Dove Evolutionary Game Theory that models prosumer 
behaviours and encourages them to adapt proactive behaviour towards cooperation 
and community interest. 

To develop a 
workload 

decentralized P2P 
marketplace at the 

edge of the 
network. 

(Chapter 5) 

A blockchain based decentralized marketplace that enables edge nodes to make 
available computational resources and service owners offload workloads closer to the 
edge. 
Tokenization of workload as digital assets as ERC1155 tokens on the Ethereum 
blockchain, enabling service owners to trade and notarize workload movements across 
edge nodes. 
A market clearing mechanism as an adaptation of the Harris Hawk Optimization 
metaheuristic to match bids and offers for the best edge nodes dynamic offloading of 
workload services. 



 
2. Current state of knowledge 

We analysed the state-of-the-art blockchain applications for energy solutions focusing on 
open challenges such as enforcing the privacy on public, transparent blockchain, 
development of P2P energy markets and mechanisms for ensuring cooperation and fair 
competition on such markets.  

Privacy in blockchain-based energy systems is important for ensuring user trust and 
regulatory compliance, while enabling the active participation of prosumers in decentralized 
energy markets. Authentication and anonymization are basic mechanisms used to ensure 
data privacy by preventing attackers from obtaining real identities of users [1]. However, 
traditional, centralized Identity Management solutions are subject to data breaches, identity 
theft and privacy concerns, while also blocking them from cross-domain sign-in [2]. 
Federated Identity Management models might partially mitigate some of these problems, by 
enabling SSO – Single Sign-in, where users can adopt the same identity across multiple 
domains [3]. These popular authentication methods [4] also lack secure methods of 
registering personal identification documents. Self-Sovereign Identity [5] systems are 
proposed to enable citizens to control their personal data and manage their energy related 
data in a private manner, enabled by the blockchain technology.  

Regarding data encryption, novel cryptographic techniques – Secure Multi-Party 
Computation [6], Homomorphic Encryption [7], Zero-Knowledge Proofs [8], Ring Signatures 
[9] or Functional Encryption [10] - have been proposed to enable computations on encrypted 
data, allowing energy management or trading operations to occur without exposing sensitive 
information. Despite their potential, these privacy-preserving techniques introduce trade-
offs in terms of computational and communication complexity. Public blockchains face 
challenges such as increased transaction costs and reduced scalability, especially when 
complex encryption techniques are applied [11]. Thus, layer-2 solutions, off-chain storage, 
and hybrid approaches are being explored to balance some of these challenges. 

P2P energy trading has emerged as an innovative approach to transform traditional energy 
markets. Unlike traditional, centralized models, where energy flows from large producers to 
consumers, P2P energy trading allows prosumers to trade surplus energy directly with their 
peers [23]. Such a system offers flexibility, reduces reliance on centralized grids, while also 
promoting the integration of renewable energy. However, P2P local energy markets are 
difficult to integrate with smart grid management framework due to technical constraints 
[24]. Therefore, we have analysed existing state of the art in relation to blockchain 
application in energy grid highlighting the open challenges in the development and operation 
of P2P energy markets, such as regulatory barriers, grid integration and appropriate user 
modelling that can predict prosumer behaviour and increase adoption of such systems.  

An important aspect of P2P energy trading is the design of effective matching mechanisms, 
which determine how energy suppliers and buyers are paired within a trading session [25], 
[26]. These mechanisms must address multiple requirements such as efficiency, fairness, 
trust, transparency and scalability. Matching mechanisms need to account for dynamic 



 
supply and demand, ensure market clearing on time while also optimizing resource 
allocation [27]. Moreover, prosumers’ behaviours and preferences, such as energy flexibility 
or willingness to pay must also be integrated into these mechanisms. Social factors also play 
an important role in P2P trading, as prosumers with positive relationships or environmental 
values are usually more likely to engage in P2P energy trading [28]. The decentralized nature 
of P2P energy trading requires mechanisms that ensure fair and equitable participation 
while also respecting privacy and autonomy [29], [30]. The fixed and inflexible nature of most 
trading contracts limits market liquidity and prevents prosumers from full realizing the 
benefits of P2P trading [31]. Furthermore, unexpected events, such as weather fluctuations 
or demand spikes can lead to mismatches between supply and demand. Moreover, many 
pricing mechanisms fail to capture the true value of prosumers’ interactions in P2P trading, 
especially under varying or limited supply or demand [32]. Finally, the level of engagement 
of prosumers and their willingness to cooperate for the greater good of the community are 
significant challenges for P2P energy trading [33]. Complex incentivization mechanisms 
need to be employed to encourage prosumers to participate and adapt their behaviour. We 
identified game-theory – Cooperative Game Theory [34], Non-Cooperative Game Theory 
[35], and Evolutionary Game Theory [36] - as a good framework for addressing the issues of 
prosumer cooperation in P2P energy trading by modelling interactions and incentives, 
assuring fair payoff distributions among agents, and conducting a thorough analysis of their 
interactions [37]. Therefore, we have analysed gaps in the current literature related to the 
lack of physical constraints consideration, holistic approach to market design and operation, 
scaling considerations, information security and privacy of participants. 

The centralized cloud marketplace poses several concerns, including high latency and 
security, privacy issues related to centralization and a single point of failure [38]. A lack of 
standardization and high entry barriers are a real problem for providers that do not have 
dominant market positions. Decentralization through blockchain can offer a solution to this 
problem, by providing a more dynamic relationship between providers and consumers. 
Decentralized markets have a few key components [39]: buyers and sellers, posting and 
discovery, discovery and posting, metadata organization, data transfer and payments, 
identity management and security. Removing the middleman requires a secure data process 
automation and currency exchange [40], such that data integrity and scalability are 
supported, while also handling real time data. Such a platform offers not only technical 
benefits in terms of availability and optimization, but also economic benefits, such as data 
monetization or reselling. Common challenges include the lack of interoperability among IoT 
platforms, lack of trusted third parties and operational problems of IoT devices [41]. 
Therefore, we have analysed the state of the art related to decentralized cloud marketplaces, 
the challenges in development and the cloud edge offloading mechanisms for enabling the 
orchestration of workload closer to the edge. 



 
3. Privacy in Local Blockchain-based Energy Markets 
We address the privacy issues related to the blockchain adoption in the energy grid and 
public nature of citizens’ energy profiles, as well as their energy bids, offers and transactions.  
We present the background on a day-ahead, P2P energy flexibility market for prosumers, 
having the main phases presented in Table 3.1. 
Table 3.1. Main P2P energy flexibility market phases 

Market phase Description 

Market Session 

- Prosumers submit bids and offers on the market. 

- At the end of each market session, orders are matched into energy transactions 
using market clearing mechanisms like the ones described in Section 4. 

Commitment & 
Settlement 

- Smart meters monitor prosumer energy consumption/production and smart 
contracts make sure that they deliver the flexibility they have promised. 

- Financial payment distribution based on energy monitoring. 

 

We then present the background on Multi-Party Computation and Homomorphic Encryption 
techniques. Multi-Party Computation is a cryptographic method that allows distributed 
parties to jointly compute a functionality, such as comparison, addition or multiplication, 
without revealing their private inputs or outputs, but just a portion of them. In multi-party 
settings, participants share their private inputs using techniques like Shamir’s Secret Sharing 
[42], where the data is divided into fragments that are distributed across participants, with 
only a certain number of these shares being able to be used to reconstruct the original value.  

Homomorphic encryption is a technique which allows computations on encrypted data 
without decrypting it first. In mathematics, homomorphic means transformation of one data 
set into another, while also preserving relationships between elements in both sets. Although 
there are HE-schemes that can be leveraged in modern applications, such as partial 
homomorphic encryption or somewhat homomorphic encryption, performance is still a 
significant bottleneck when using HE in decentralized systems that require integration with 
blockchain technology and smart contracts. Moreover, they offer a limited set of operations 
usually insufficient for energy market implementation. Operations on encrypted data require 
significant overhead and involve big numbers that are difficult to store and operated on in 
smart contracts where storage capabilities are limited and expensive. 

We present the first contribution of this thesis, which is an identity privacy approach through 
Self-Sovereign Identity, which gives prosumer citizens full control over their data. The 
solution enables certified authorities to issue personal data associated NFTs automatically 
and allows prosumers to view and manage the access to their data via smart contracts.  
Moreover, it follows the principles of Privacy by Design, where to name a few of these 
principles, it prevents unauthorized access proactively through the immutability and 
reliability of blockchain and data storage on IPFS, it makes privacy a core functionality of the 



 
system, and it balances privacy, security and usability in a platform which generates NFTs 
and stores documents on IPFS automatically, without additional effort from the user. 

The second solution we have designed leverages Secure, Multi-Party Computation which 
allows prosumer citizens to form small groups and share their energy data privately within 
their groups, enabling the groups to participate in the energy market by placing orders on 
behalf of their members. The group orders represent the sum of orders of the group 
members but computed privately with Multi-Party Computation. This means that the amount 
of energy each initial prosumer is trading is hidden, while all the main market operations 
(order placing, market clearing, commitment and settlement) remain unchanged. We 
leverage MPC within the decentralized, P2P energy flexibility market as a separate layer 
outside the smart contracts which define the market operations, where this separate layer is 
responsible for creating random groups and computing the sum of orders with Shamir Secret 
Sharing technique.  

Another contribution from this chapter is Homomorphic Encryption based techniques for 
trading and performing market level computations on encrypted prosumer energy data. We 
perform market clearing and transactions settlement with encrypted prosumer data. 
Although implementing Homomorphic Encryption directly on-chain, within smart contracts, 
leads to increased operational costs for the market, the solution ensures privacy, while the 
increased costs do not affect the feasibility of the market in our context. The general overview 
of the architecture of the HE based system is presented in Figure 3.1. Each prosumer that 
participates in the market session has a pair of public and private keys. Each prosumer group 
receives their key pair, and the public key is stored in a database such that it can be used for 
encryption of order flexibility quantities. To represent energy digitally, a custom smart 
contract was created that implements a Non-Fungible Token, but with encrypted quantities, 
(i.e. EncryptedERC721). To enable direct, decentralized payments between prosumers 
participating in this energy market, a custom smart contract was implemented as a Fungible 
Token, but with encrypted quantities and the ability to lock tokens for a period (i.e. 
EncryptedLERC20). 

Monitored values from prosumer sensors are gathered through a MQTelemetry Transport 
(MQTT) listener. This Data Acquisition module retrieves the public key of each prosumer 
from the database to encrypt these monitored values and store them in a MongoDB database. 
Hourly summed encrypted values are stored on the blockchain, and each prosumer 
automatically uses them to update their settlement based on already committed values from 
the market clearing process. At the end of the market session, prosumers that participated 
in transactions will use the private key of their group to unlock the remaining tokens and 
evaluate the market session. 



 

 

Figure 3.1. Architecture of the system with HE integrated in smart contracts 

We present the evaluation results on top of the energy flexibility market we have presented 
at the beginning of the chapter. We leverage the data and setup from two EU funded projects, 
one that is focused on energy communities – Bright – and the other is focused on demand 
response for buildings – Dedalus. The results clearly show that the Self-Sovereign Identity 
privacy solution enables prosumers to register their documents as NFTs and they can 
manage them from their smart contracts. The solution provides scalability if hundreds of 
citizens will use it for document registration and control, with a linear increase in costs and 
execution time, as presented in Figure 3.2.  

 

Figure 3.2. SSI Gwei cost and time execution evaluation 

Next, we show that Multi-Party Computation can successfully be integrated into a P2P energy 
flexibility market as additional logic outside the core market functionality, and we show that 
by grouping prosumers intro groups, we reduce market costs and execution times 



 
significantly compared to a basic implementation, due to the reduced number of blockchain 
transactions – see Figure 3.3.  

 

Figure 3.3. Gas consumption comparison for market with and without MPC 

Finally, Homomorphic Encryption was successfully implemented directly into smart 
contracts, enabling encryption of private prosumer information and private storage on the 
blockchain. However, public/private key management is difficult because it requires external 
API calls from smart contracts and leads to costly smart contract operations due to storing 
large numbers on-chain. All market operations were successfully performed, such as market 
clearing and financial settlement, but they are more costly and take more time to be executed 
compared to an unencrypted market. The operations on an unencrypted market are 80% 
cheaper in terms of gas compared to the ones with encrypted values, as depicted in Figure 
3.4. 

 

Figure 3.4. Total gas consumption with and without encryption 
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However, the results show that the increased costs and execution times are suited for real-
life scenarios with an increased prosumer number. Moreover, we found that the key size 
directly affects the encryption strength, and we show that using a 1536-bit key costs more 
with 75% compared to using a 768-bit key. 

4. Matching mechanisms in P2P Trading 
We tackle challenges from P2P energy flexibility trading in energy communities, such as the 
lack prosumer engagement, social aware and cooperative incentivization schemes and the 
rigidity of nowadays energy contracts for prosumers. We begin by describing the concept of 
Local Energy Communities, which are decentralized energy systems where prosumers and 
small businesses collaborate to produce, consume, share and manage energy at a local level, 
thus enabling the integration of large-scale renewable energy sources without requiring 
expensive infrastructure upgrades - Figure 4.1.  

However, we have identified challenges from P2P energy flexibility trading in energy 
communities, such as the lack of prosumer engagement, social aware and cooperative 
incentivization schemes and the rigidity of nowadays energy contracts for prosumers. We 
have identified the main clearing mechanisms in decentralized, P2P energy flexibility 
markets. Competitive, price driven algorithms usually leverage double-auction mechanisms, 
where the highest priced bids are paired with the lowest priced sell orders. Next, there are 
cooperative game theoretic-based solutions, where the idea is to create alliances between 
participants, aiming to achieve collective benefits that exceed what they could achieve 
independently. 

 

Figure 4.1. Energy Community overview 

Non-cooperative game theory is another class of approaches that is used in situations where 
players have conflicting interests over the results, but they still need to make decisions to 



 
reach a final state without coordination. Finally, evolutionary game theory considers 
interactions between prosumers as they evolve over time. Actors in any real system might 
adapt their behaviour based on past experiences. To effectively introduce these complex 
mechanisms in decentralized P2P markets over a blockchain network, the concept of 
blockchain oracles is introduced. It represents layer-2, off-chain systems that interact 
directly with the blockchain and help smart contracts acquire data from the real world or 
enable it to compute complex operations outside of smart contracts, where they would be 
more expensive and time consuming.  

The first contribution in this field are market clearing approaches for P2P energy trading for 
buildings in a day-ahead energy market, comparing two solutions, one that is competitive, 
price driven, and uses double-auction to match the highest priced bids with the lowest priced 
offers and determine the market price, and one that encourages cooperation through the 
concepts of cooperative game theory. The latter enables buildings to group and form 
coalitions for energy trading, while sharing profits.  

The next novel contribution we propose is a market clearing mechanism for day-ahead 
energy markets which uses cooperative, hedonic game theory. This solution considers social 
relationships from an energy community when grouping prosumers into coalitions, thus 
increasing their engagement in P2P trading activities. We define relationships as friendly, 
neutral and enemy, and strive to group prosumers into coalitions where there are mostly 
friends, a few neutrals and almost no enemies. 

 

Figure 4.2. Coalition creation process 



 
A genetic algorithm is designed to determine coalitions for P2P energy trading while 
considering prosumers’ preferences – see Figure 4.2. We evaluate each chromosome by 
computing the fitness function considering the hedonic scores of the coalitions of the 
individual, the control parameters and the weight vector. Then we select the individuals with 
the best fitness score and perform the selection process. We repeat this process for a 
predefined number of iterations, which was provided as input, and we remember the 
individual with the best fitness across all iterations – lines 4-7. The tournament selection 
process involves selecting the two most fitted individuals from the population – lines 9-10 – 
and it represent the main process of updating the population. We then use these individuals 
to generate new individuals by performing a crossover and mutation operations. A crossover 
represents the operation of creating an individual from two other individuals by randomly 
swapping the parents, which basically diversifies the population, and the mutation 
introduces a slight variation in the newly created child, trying to find even better offspring 
by choosing the coalitions with less enemy relations. 

This process might cause the offspring to contain coalitions that duplicate some orders and 
lack others. However, our fitness function already scores higher than those individuals with 
greater diversity, thus these individuals will be automatically left out, without the need of 
addressing this issue specifically. Our fitness function also scores higher those individuals 
with more friendship relationships, thus as iterations go by, those population members will 
be preserved. The mutation operator specifically targets the most unstable coalitions in the 
individual, those with the most enemy relationships. Eventually this leads us to offspring 
with more friendships and less enemy relations. We swap prosumers with enemy 
relationships, between coalitions with the highest difference between their hedonic and ideal 
score. Finally, we update the population with the newly generated offspring. 

The last technique we propose in this chapter is based on Hawk-Dove evolutionary game 
theory, which models prosumer behaviour into selfish or cooperative and analyses the 
evolution of their behaviour over time.  

 

Figure 4.3. Prosumer types that participate in the market 



 
Altruist prosumers (AP, AC) will use all their flexibility when engaging in energy trading, 
while also using order prices that are the average of the last market sessions prices. Self-
centred prosumers (SP, SC) will use less of their flexibility and place orders with prices that 
are advantageous for them, damaging the community – see Figure 4.3.  

Then, by applying a custom, effective payoff distribution based on Hawk-Dove game theory, 
which motivates prosumers to change their behaviour from selfish to cooperative, we 
manage to increase the total amount of energy traded in the community. The custom payoff 
distribution is presented in Table 4.1. Prosumers who choose cooperation instead of conflict 
have the lowest payoff, followed by those who are penalized for trading conflicts, when 
finally, the temptation for personal gain surpasses the cooperation reward. Using this logic, 
prosumers will ultimately prefer cooperation over conflict but will sometimes choose to act 
selfish and capitalize on others. 

Table 4.1. Payoffs of prosumer interactions based on behaviours 

 SP (Hawk) AP (Dove) 

SC (Hawk) [
𝐸𝑔(𝑇) − 𝐶𝑠𝑒𝑙𝑙

𝑃𝑃

2
,
𝐸𝑐(𝑇) − 𝐶𝑏𝑢𝑦

𝑆𝐶

2
] [𝐻𝑟𝑒𝑤𝑎𝑟𝑑

𝑚𝑎𝑥 , 𝐷𝑟𝑒𝑤𝑎𝑟𝑑
𝑚𝑖𝑛  ] 

AC (Hawk) [𝑀𝑎𝑥(𝐸𝑏𝑢𝑦
𝐴𝐶 (𝑇), 0] [𝐸𝑔(𝑇), 𝐸𝑐(𝑇)] 

We validate and test the above solutions, by developing and integrating them in a local, 
blockchain-based, energy flexibility module. We implement them as a layer-2 solution, to 
enable the execution of complex algorithms outside costly smart contracts. All algorithms 
extract the bids and offers from a market session and then implement these solutions to 
generate energy transactions. All matching algorithms were tested and validated in the 
context of H2020 – Bright Project and Horizon Europe – Dedalus Project. 

All solutions effectively balance the energy demand and supply. Regarding the matching 
mechanisms for buildings that we designed, the cooperative game theory-based solution 
yields both reduced transaction prices compared to the competitive, price driven solution, 
while also considerably increasing the total amount of energy traded in a market session, 
which means that it promotes a higher exchange of renewable energy within the community 
– see Figure 4.4. 

 

Figure 4.4. Energy quantities in transactions for competitive matching and cooperative matching 



 
When validating the hedonic solution, we showed that the coalitions prosumers were 
grouped in, reflect their social preferences, leading to energy exchanges mainly between 
friends and neutral peers – see Figure 4.5. Moreover, the approach promotes social 
cooperation, increasing the amount of energy traded with 15-20% and the revenue of 
prosumers. In Figure 4.5 shows the total traded energy amount when there are mostly enemy 
relationships and when there are mostly friendships in the community. We can see that 
having 50% friendships leads to a 30% increase in energy transfer compared to having 50% 
enemy relationships. 

 

Figure 4.5. Example of coalitions and total energy traded with different fitness function weights for relationships 

Finally, the evolutionary market clearing solution based on Hawk Dove effectively changes 
prosumer behaviour to encourage more cooperation rather than selfishness, through our 
payoff distribution. We have shown that in around 7-8 iterations, over 90% of participants 
become altruistic and use their entire flexibility when placing orders, while also offering 
more advantageous prices, which leads to a reduction in the average market transaction price 
by 10% and an increase in the total energy traded in the market session – see Figure 4.6. The 
overall fitness of the objective function converges to ~0 in 7-8 iterations, showing the market 
reaches almost its ideal global cost in energy trading. 

 

Figure 4.6. Total energy traded and average transaction price in the market session 
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5. Edge workload orchestration marketplace 

We analyse necessity of developing blockchain based, workload decentralized P2P 
marketplaces over the computational continuum, due to the proliferation of IoT devices with 
increased computing power, Artificial Intelligence (AI) -driven applications and latency-
sensitive workloads whose requirements are not satisfied by traditional, cloud-based 
infrastructures. We aim to solve the challenges in the field, that decentralized workload 
orchestration and notarization is difficult, and offloading tasks closer to the edge of the 
network is not easy due to the intermittent availability of the actors. Moreover, integrating 
these concepts into a blockchain network introduces difficulties due to the technology’s 
scalability and performance bottlenecks.  

We begin by presenting the background of real-life asset tokenization and how it is enabled 
by the Ethereum ecosystem through efficient standardization of digital assets, especially by 
novel approaches such as the ERC1155 token standard. To address the limitations of the 
ERC20 and ERC721 standards, which have their own niche but fail to accurately capture 
scenarios with complex resource allocations and representations, while also having 
performance bottlenecks because they do not allow simultaneous transfer of multiple assets. 
To address these limitations, ERC-1155 multi-token standard [43] has been introduced, 
which enables the creation and management of both fungible and non-fungible assets with a 
single contract, reducing storage requirements. Moreover, this token standard supports 
batch operations, which allow multiple tokens to be transferred, minted or burned in a single 
blockchain transaction. 

Then we discuss general information about the Harris Hawk Optimization metaheuristic 
which is a technique inspired by the cooperative hunting behaviour of Harris hawks. It can 
be applied to any optimization problem which was properly formulated by mimicking the 
strategies and adaptiveness of these hawks when hunting. It has proved to be very effective 
in solving multi-objective, constrained and real-world optimization problems, such complex 
scheduling or machine learning parameter tuning, making it a relevant alternative for our 
edge offloading problem. It has two optimization phases:  

- Exploration: Harris hawks search for different locations in the search space, looking 
for potential prey. This phase ensures prey population diversity, avoiding convergence 
because the algorithm explores new areas effectively. 

- Exploitation: In the exploitation phase, Harris hawks focus on a few targets and 
zoom-in on the best candidate for their hunt. 

Our first contribution in this field is a blockchain solution for a workload decentralized P2P 
marketplace over the computational continuum, where edge nodes can publish offers which 
make computational resources available, and service owners can place bids to rent those 
resources and offload them on the selling nodes, closer to the edge of the network. Error! R
eference source not found. illustrates the relationship between the computational 
continuum and the workload marketplace.  



 

 

Figure 5.1. Computational continuum and the workload marketplace (adapted from [44]) 

We describe the layers of the computational continuum depending on the type of devices that 
they contain, as well as the latency and distance they are at. Small devices, closest to the end 
user, have the smallest latency but also the lowest computational power. Going further 
towards the cloud, the latency increases due to the distance between the devices and users, 
but so does the computational power. Thus, the furthest layers will want to offload tasks 
closer to the edge and reduce the latency to the end user. Buyers in the workload marketplace 
are entities from the cloud or near edge layers, aiming to buy computational resources closer 
to the edge. Then, resource owners from the far edge and on premise will sell their 
computational resources which, although they are smaller than in the cloud, are closer to the 
edge and provide other advantages. 

Moreover, we enable service owners to tokenize their workloads as digital assets, then trade 
and track them across computational nodes of the computing continuum through the novel 
ERC1155 token standard. Workload notarization across the computational continuum 
enables tamper proof tracking of workload execution, paving the way to rewarding edge 
nodes for their resource availability. To fully capitalize on the ERC1155 token standard, which 
allows us to define multiple token identifiers, where each those tokens can be fungible or 
non-fungible, we have decided to use the first possible token id, namely with the value of 0, 
as a fungible token which will be used for payments within our system, just like a digital 
currency. Next, we describe each resource associated with every order, as a unique ID 
represented on 256 bits, where we represent the address of the owner in 160 bits, then the 
next 92 bits represent the resource type in uint format, and lastly, we use a global counter 
which increases with each new token generation, such that multiple orders of the same user 
and of the same resource type will not repeat the same token id. 



 
To achieve market clearing, we have designed a method as an adaptation of the Harris Hawk 
Optimization algorithm, with the aim of identifying the best edge nodes for service dynamic 
offloading based on multiple objectives and hard constraints represented by order 
availability and server resource capabilities. We perform 50 iterations of the algorithm, 
where in the first half, we focus on exploration, where we mostly generate random solutions 
and see which one is the best. Then, in the second half of iterations, we focus more and more 
on exploitation, which we have adapted from the classical algorithm, because we extract 
subsets of transactions from the current global optimum and replace them in each individual. 
After that, we remove duplicates if the same bids are already matched with other offers. 

We develop and integrate these in a blockchain based, workload marketplace at the edge of 
the network and leverage the capabilities of the Harris Hawk Optimization algorithm as a 
layer-2 solution, which automatically extracts bids and offers and matches them into 
transactions. We validate the solutions in the context of the EU-funded project Horizon 
Hedge-IoT, which aims to revolutionize energy solutions by deploying IoT assets and 
advanced AI tools across different levels of the computational continuum through efficient 
computational orchestration solutions. We tested and validated the market operations and 
optimization algorithm using a scenario inspired by real data. The decentralized workload 
marketplace functions effectively, allowing participants to place bids and offers, described by 
their availability, resource and metadata about their real-life specifics, such as geographical 
location. Through ERC1155, we tokenize each service owner’s order assets and enable them 
to be traded in batches and tracked across the computational continuum, by transferring 
them to the edge nodes they are executed on. The Harris Hawk Optimization algorithm 
effectively matches bids and offers from the market session while adhering to our hard 
constraints, regarding time availability overlapping and edge node’s available resources to 
fulfil the entirety of the resources of all bids that matched with it. The algorithm performs 
the main operations, preserving a high population diversity in the exploration phase and 
then decreasing the diversity by 20% towards the end of the exploitation phase – see Figure 
5.2. Moreover, the algorithm effectively combines multiple objectives into its fitness function 
to find the most appropriate approximation of the global solution across 50 iterations. 



 

 

Figure 5.2. Population diversity measurement 

6. Conclusions 
In conclusion, this thesis successfully addresses the challenges in the field of decentralized 
energy systems by integrating privacy-preserving techniques in the energy blockchain, 
implementing socially aware market-clearing approaches in P2P trading within 
communities, and enabling decentralized workload management at the edge of the smart 
grid. Therefore, we have met all the defined objectives, contributing to the advancement of 
decentralized energy and computational markets. Moreover, the solutions show promising 
results for real-world datasets, as well as in the context of several European Funded Projects: 
H2020 – Bright, which considers P2P flexibility trading in energy communities, Horizon 
Europe – Dedalus, which considers decentralized demand-response for residential buildings, 
and Hedge-IoT Project, which considers workload offloading and orchestration at the edge 
of the grid.  

As future research, we aim to study the influence of quantum computing on blockchain 
systems and design post-quantum cryptographic solutions for the smart grid. Moreover, we 
aim to study and design Large Language Models and AI agents’ integration with smart 
contracts as part of the future internet (Web4). Finally, we plan to design Decentralized 
Finance mechanisms that can potentially revolutionize P2P marketplaces for energy and 
computing, considering concepts such as liquidity pools, yield farming and over-
collateralized lending. 
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